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			ABSTRACT: Modern cryptography – as it was conceived – is under a threat by the development of quantum mechanics applications. The abilities of quantum computers for solving complex mathematical problems, as a strong computational novelty, is the root of that risk. The main challenge is to find commercial exploits of quantum properties and developments, following these directions for both, theoretic and test tube environments.

			This work proposes a pilot experiment that implements a quantum communication system on a commercial fiber optic network, covering an area of almost 100,000 km2.
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			1 Introducción 

			We can place the origins of computing as a modern discipline in the works of Sir Alan Turing. The exercise of mathematical and algorithmic abstraction led him to design knowledge as Turing’s Machine: a formal device capable of solving any mathematical problem that could be represented by an algorithm [1-10].

			One of the main theoretical challenges facing modern cryptography is its vulnerability to future quantum computers. According to Shor’s algorithm [11-18], once quantum computers exist, most public key encryption algorithms can be compromised in linear time. This is a major problem, not only in terms of secure communication, but also in terms of protecting data – both future and present –.

			To address the threats that quantum computing poses to classic cryptography, we can use applications of quantum mechanics itself to implement new solutions. Talking about encrypted communication, quantum cryptography allows us to design algorithms that, on the one hand, manage to overcome the limitations of classical physics and on the other hand, are not vulnerable to attacks from quantum computers. However, one of the main problems associated with such algorithms is the distribution of so-called quantum keys, given their physical properties.

			There are numerous successful experiments on quantum communication over distances of up to 100 km2 on fibre optic channels (e.g. [19-27]). However, trying to put a necessary realistic approach in a commercial implementation, distances below 50 km2 ([28-35][1]).

			The aim of this work is to propose a new way of creating a quantum key distribution network that allows providing service over a fibre optic network in a de-terminated territory. For this purpose, the fibre optic network of a commercial operator over the territory of Castilla y León has been studied. With this information, a methodology is proposed, based on grouping algorithms, that tries to minimize the number of quantum key repeaters over that specific territory, so that not only the distribution network is created, but also it is optimized. 

			In the case of a maximum distance of 35 km2, it would be sufficient to use the available network by coupling 100 repeaters on it. This would guarantee secure communications using quantum encryption in Castilla y León, a territory that currently occupies 100.000 km2.

			2 Quantum communication protocol

			For the explanation of the protocol, we will then use the traditional actors: Bob, Alice and Eve.

			2.1 BB84

			The BB84 protocol is considered the first quantum key distribution protocol. It was proposed by Bennett and Brassard in 1984 [36-45]. It uses quantum properties. This protocol uses four states and two alphabets, each with two states.

			After the execution of the algorithm and once the key has been generated by BB84, Alice will use this key to encrypt her message. Later Bob will be able to decrypt the message with the shared key. The guarantee of the security of the use of the key lies in the fact that both its creation and transmission are based on the fundamentals of quantum mechanics. 

			The presence of a potential spy –Eve– could compromise the exchange of the key. However, the security of the protocol is that it uses two alphabets with non-orthogonal states – Eve cannot simultaneously measure the x and z polarization for the same qbit.

			2.2 Practical example of protocol use BB84

			By using modern cryptography and quantum we can apply this algorithm to an exchange of messages between Alice and Bob. We will use the Vernam cipher applied to the encoding and decoding of the message; while the BB84 protocol will be used for the creation and exchange of the secure key.

			Alice will locate the clear message she wants to transmit and transcribe it as a sequence of 0 and 1. BB84 is used to generate a key the same size (or larger) as the message to be transmitted. To do this, Alice generates a random sequence of 0 and 1. They follow the rest of the steps of the BB84 protocol to exchange the key. Remember that the last step of the BB84 algorithm discards the values that have not matched [46-53]. 

			Once both share a secure one-time key, the message is encrypted with that key by Alice and sent to Bob, who, upon receiving it, will perform the binary addition with the key previously transferred to him by Alice and will be able to discover the sent clear text.

			3 Quantum Key Distribution

			To build a network that connects all municipalities, a distributed network of repeaters must be designed. To make the distribution, a methodology based on grouping municipalities, through a k-medoids algorithm, is used. This algorithm will help, given a set of municipalities, to select those that are physically close to each other. Then, the algorithm will facilitate the selection of the most central municipality, within the set of nearby municipalities. This municipality will be considered as a candidate, within the set, to host a repeater. Finally, the methodology will try to connect the possible repeaters to each other to generate a distribution network.

			This type of problem is similar to the problem of the traveller, where the optimal route has to be selected for a traveller who intends to travel to a certain set of places. In this case, «the traveller» would correspond to the set of quantum keys, and «the places» would correspond to the municipalities. The problem of the traveller is NP-complete [54-62], and it requires approximation methods in order to find local solutions.

			3.1 Basic Network of Municipalities

			When selecting municipalities as potential candidates for placing repeaters, it is important to take into account two factors: the selected municipality must have all the other municipalities in its group within the range of distances required in the quantum distribution, and the municipality representative of the group must have at least one other representative municipality within the distance limit in order to generate the distribution network.

			3.2 Identification of Representative Municipalities

			The way to address the problem of distributing quantum keys over a given population implies not only knowing the physical limits that communication between nodes establishes, but also specific methodologies that allow for the optimal placement of repeaters. For this second part, clustering is used, a technique known within unsupervised machine learning [63-70].

			3.3 Repeater Network

			In order to ensure that any municipality within the network can communicate with any other, it is necessary to establish a repeater network based on the representative municipalities selected in the previous step. This network will be defined as follows:

			1. Each representative municipality shall be connected with all the municipalities in its cluster. In this way, all municipalities in the same cluster will be able to exchange quantum keys using the repeater. In the previous step it is guaranteed that the repeater is at a distance less than D from each municipality in its cluster.

			2. Each repeater will connect to all repeaters in its environment within a distance of D. Thus, if more than one repeater is close to another, different routing can be used.

			These criteria when creating the network not only facilitate better routing, but also make it easy to identify possible isolated regions of the network. In order to find these regions, it is sufficient to calculate the number of related network components. Formally, the network is a non-directed G network, divided into V-points, representing the municipalities, and E-points, representing those municipalities that are either within a cluster and connected to its repeater, or are repeaters at a distance less than D from each other. The number of related network components is calculated by estimation using random paths [71-81].

			4 Experimentation

			The experiment shown below measures the quality of the networks with respect to the number of repeaters. The limiting distance is considered as a parameter and is manipulated together with the number of repeaters.

			[image: ] 

			Figure 1. Display of the experimental results considering the two variables of the experiment: the limit distance of the repeaters (D) and the number of repeaters (k). The graph shows the number of connected components that the network has for different values of these parameters. It can be seen that the predominant value is 1 component in most cases, so the network would be connected.

			Figure 1 shows the result of the experiment. It establishes a range of distances and a number of repeaters that varies between 20 and 100 km for the distances and between 10 and 250 for the repeaters [82-89]. The main goal of the experiment is to check at which points the complete network is reached. The lighter blue of the figures represents the lowest number of components, in these results, a single component. This means that the service can be provided to all municipalities without leaving any isolated ones. As you can see, the optimal distance values should be from 80 km in order to place the least number of repeaters possible (between 10 and 20), however, for distances around 40 km, about 100 repeaters should be enough to create the connected network.

			5 Conclusion

			The application of quantum to computing involves a paradigm shift. The move from classical computing to quantum computing is the starting point for finding solutions to historical problems that have long been unsolvable. It is necessary to strengthen the current communication systems by implementing algorithms resistant to such possible attacks while designing new applications of quantum to achieve secure communications faster and more efficient. 

			After showing the BB84 quantum key distribution (QKD) algorithm and referencing different tests in researchers’ laboratories, it was found that it was necessary to implement a quantum key repetition system, since the maximum distance in practice at which the system could be made to work was relatively low. Together with this, we found the need for the designed system to be able to operate over a commercial (general purpose) fiber optic network. 

			An experiment has been designed to find the optimal way to distribute the repeaters to cover a wide area. Specifically, we have considered the area occupied by Castilla y León, an Autonomous Community of Spain. The municipalities that are the object of this experiment are those with 1000 or more inhabitants within the selected territory. The experimentation has served to show how the number of repeaters required varies according to the distance as well as the minimums necessary to cover the entire territory, interconnecting it in its entirety.
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					[1] Este dispositivo [4] permite intercambiar del orden de 20000 claves cuánticas en una hora
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