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			ABSTRACT: The developments of my PhD in this past year are shown in this article. It is studied thoroughly the possibilities and limits of the blockchain protocols when used in IoT platforms. It is commented how the scalability limits of blockchain technology affects the performance of the systems that make use of it. Also, a review of the state of the art has been carried out, pointing out how some solutions make use of a centralization process to improve response time and security of the blockchain. As future remarks, it should be studying the possibility of creating a public blockchain network with the IoT devices of the platform.
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			1 Introduction

			Our society is evolving into a digitally interconnected world by attaching sensors and actuators to everyday objects used in people’s daily lives. Those devices are capable to read their surroundings and interact with them in an automatic manner, optimizing activities of the daily life of people [1-12].

			Different real objects can interact between themselves through internet, creating a network of interconnected devices defined as Internet of Things (IoT) [13-27]. The concept of IoT is very popular in resource optimization problems and highly demanded in today’s industry due to its cost savings (Smart Grids, Smart Home, Smart Farming, Smart City) [28-32]. 

			Although these possibilities make the use of this technology very attractive, they also bring with them some disadvantages [33-41]:

			• Privacy: With devices that monitor virtually all of people’s activities, companies that have access to that information also have access to the routine of our daily lives.

			• Security: The continuous exchange of information between the devices, problems with the integrity of these data may arise, due to potential attacks from malicious actors.

			The previously mentioned problems could be tackled by designing this type of systems with technology capable of ensuring the privacy of the users and the integrity of the generated data. Thanks to the data encryption protocol end-to-end, Blockchain Technology (BT) have the potential to cover the issues IoT platforms have [42-50].

			The blockchain is an incorruptible digital distributed ledger of economic transactions that can be programmed to record not just financial transactions but virtually everything of value. This ledger consists of a peer-to-peer (P2P) network of nodes that keeps the information stored in a redundant way. In an IoT system, BT can be used instead of traditional databases, helping on getting rid of centralized controllers such as banks, accountants and governments [51-59]. 

			The benefits BT brings with itself in IoT systems comes with some downsides that limits their performance:

			• Storage capacity. In BT the size of the data stored in the chain is continually growing. This means that, as time passes and size grows up, the nodes require more resources.

			• Consensus. The nodes of the blockchain network need to reach a consensus in order to add the next block of information to the blockchain. The common consensus protocol used in the most famous blockchains (Bitcoin and Ethereum) needs time and consumes a great quantity of resources, something that does not match the nature of IoT platforms, essentially composed of devices with low computational power and near real time responsiveness.

			• Scalability. The resources needed to get consensus in the network increase with the number of transactions carried out within the platform. A globally used platform needs a lot of time to handle that increase of activity.

			Within the spectrum of blockchain technologies, there always exist an alternative that, with greater or lesser difficulty, can be implemented satisfactorily in the majority of the use cases. This article shows and discuss some of the solutions proposed for different IoT platforms of the literature, emphasizing what is proposed within the scope of my PhD thesis.

			2 Blockchain Technology: background

			BT has been created with the intention of replacing the current, centralized financial system. In [60-65] it is claimed that BT is capable of replacing intermediaries while ensuring the security of platforms. But, although BT offer resistance to traditional cyberattacks, as it gains widespread adoption, they are being developed new attacks specifically for hacking it [66].

			Distributed Denial Of Services (DDOS) attacks are the most common. A kind of DDOS attack is the Malleability attack, produced when an attacker creates a copy of a transaction but with another ID, which makes the user spend double for it [71]. This attack occurs when a system that make use of a blockchain, like a bitcoin exchange, have flaws in the implementation of the code that allows the trading of cryptocurrencies.

			The eclipse and sybil attacks have similar bases. In both, the attacker gains control of a large number of IP addresses of the network and surrounds the victim with them. In Eclipse attacks, the victim is not allowed to obtain transactions they are interested in. This kind of attacks has been successfully carried out in the Ethereum blockchain by Researchers from the University of Boston. In a Sybil attack, the victim is influenced by the voting power of the attacker nodes and the information they send to it, which makes the victim vulnerable to double spend attacks. 

			A 51% or majority attack occurred when a single entity owns the majority of the voting power of a network. An attacker who wants to take advantage of this condition can create a fork of the main chain with the transactions it wants to be done. The cryptocurrencies with a small network behind them are at risk, because it’s easier for an attacker to gain that 51% of the network voting power. 

			The more proven a BT-based platform is against the attacks previously mentioned, the more trust the users give in the cryptocurrency it underlies. As a result of that trust its economic ecosystem will grow, which will translate into an increment of the cryptocurrency value and its market capitalization [72].

			Some of the differential aspects of a BT based platform are: the consensus algorithm that the peers of the network use to add new blocks to the blockchain; the way in which the network is governed; and its capability to execute code that does or does not allow to deploy Turing-complete Smart Contracts in the blockchain.

			Relating to the consensus algorithm, there is an increasing number of them and their own variations. The most widespread algorithms are the most proved, that’s why they, or any of their variations, are shared by the vast majority of the cryptocurrencies [73].

			In the Proof-of-Work (PoW) algorithm, to add a new block to the blockchain a cryptographic problem must be solved. The computational cost and the difficulty of solving the problem, the energy spent on searching for its solution (work) and the simplicity of verifying it, are enough reasons to encourage the nodes that wants to add new blocks (miners) not to cheat by adding illegal transactions.

			Proof-of-Stake (PoS) is a consensus algorithm, in which miners take turns at adding new blocks. The probability of a miner to receive the turn to add a new block depends on the amount of coins deposited as escrow (Stake). This algorithm assumes that a node is going to be honest in order to avoid losing the escrow.

			In the Practical Byzantine Fault Tolerance (PBFT) algorithm, the process of adding a new block is called a round. In each round a node is selected to propose a new block, the block needs to receive 2/3 of the votes of all the nodes in the network in order to be valid.

			Currently, every consensus algorithm has its own risks and vulnerabilities. For example, PoW wastes a massive amount of energy to produce new blocks. That algorithm is very limited in terms of scalability and its mining pools are centralized [23]. In the case of the PoS algorithm, its Nothing at a Stake theory causes to occur forks of the blockchain more frequently than with other consensus algorithms [3]. In the case of PBFT the main risk is that it is a permissioned protocol and not a truly decentralized.

			Another feature allowed by many BTs, is the possibility to use self-enforcing programs that can control and supervise, in an automatic way, the conditions of non-trusted parties that interact between themselves and need to reach agreements. These programs are called smart contracts and their use, is allowed in most of the blockchain protocols, in a Turing Complete or non-Turing complete way. 

			In [71] it is shown a thorough study of the smart contracts limits when used in real world applications: the data sources where smart contracts get the data from and make their clauses work with. That’s why it is needed a reliable data source that allows smart contracts to interact with the outside world without losing the trust that users have placed in them.

			To allow users trust the external data used in a smart contract, it arises the term oracles. Oracles are external agents that observe and validate external data of the real world. Oracles are centralized and can be black boxes, which makes them a new trusted intermediary betraying the security and reduced-trust model of blockchain applications.

			Regarding on how an oracle interacts with the Smart Contracts of a blockchain, there can be classified in [68]:

			• Software Oracles: This kind of oracles gather the information from sources like web sites or public databases. By doing that they can provide to Smart Contracts the most up-to-date information from Internet. Examples of their use is in temperature readings, current price of financial assets or public transport information.

			• Hardware Oracles: This kind of oracles provides the Smart Contract with data directly from the physical world. These readings come from sensors that takes measurements from their environment.

			• Outbound Oracles: These oracles do not provide the Smart Contract with data from outside, instead they provide another Smart contract with data from a previous one. For example, it can tell a wallet provider that the balance of a user has changed due to some conditions.

			• Consensus based oracles: A possible solution to a centralized oracle model is to make use of a set of oracles and giving them the capacity of reach a consensus, deciding the solution of a task in a decentralized way:

			– The oracles provide a deposit in the smart contract.

			– After that they send a vote with the result they have achieved independently.

			– The result with the most votes is the one used in the execution of the Smart Contract.

			– If a result given is not between acceptable and previously defined margins, the oracle in question loses the deposit.

			In [76] it is also shown why the current legislation is not fully adapted to the evolution of blockchain technology. In addition, it is commented the necessity of the apparition of an audit system for the IoT devices and smart contracts that operates and control any BT-based platform.

			3 Solutions Review

			In [34] it has been reviewed some relevant works in the field of blockchain-based IoT systems. In that work, it has carried out a review of the papers that appeared first while making a search by the keywords «blockchain» and «IoT» in Google Scholar.

			In [47] it is shown how BT can be applied to a supply chain in order to strengthen the security of the IoT devices that operates in it. In the case of supply chains, it is used BT to provide transparency and visibility to the transactions of assets made between actors within the supply chain. 

			In the case of any kind of IoT system, control and configuration of IoT devices can be made through a blockchain. By making use of RSA public key crypto-systems and signatures in the platform communications, it is possible to avoid attacks such as man-in-the-middle. Thanks to the use of the cryptographic mechanism of the BT, messages IoT devices exchange are encrypted and signed with the private key of those who send them. In this use case, the public key of an IoT device is stored in the blockchain, while the private one is kept inside the device itself [32-50].

			The most used approach in this kind of systems is the one in which the blockchain is not stored inside the IoT devices, rather used as a service from outside the IoT network. This is due to IoT devices being resources-constrained, while the use of a blockchain normally involves the use of many computational resources and bandwidth [51-63]. 

			On the contrary presents a smart home use case scenario based on a permissioned blockchain. In that work, for each smart home of the platform is used a local private blockchain, in which registered devices of the smart home read and write data in it. There also exist an IoT device for each home, called Home Miner, that manage the addition or deletion of new devices and the public key cryptosystem. The Home Miner also is the one in charge of the interactions between different Smart Homes [64-71].

			Following a similar blockchain approach as the previous one, in [70] it has been proposed a MAS that manage and control an agri-food supply chain. In that work, a permissioned blockchain based on the Ethereum protocol is deployed within the platform. The IoT devices make use of it when exchanging data, encrypting and signing it with the services provided by the blockchain platform.

			4 Current Works

			To continue the research shown in section 3, a study called Multi-Agent Architecture for Peer-to-Peer Electricity Trading based on Blockchain Technology, has been defended in the special session Blockchain Technology and its Application (BCTA) of the International Conference on Information, Communication and Automation Technologies (ICAT). In that work has been proposed a MAS-based architecture that makes use as a Service of the BT provided by the public network of Ethereum to allow peer-to-peer transactions of energy in a microgrid. The MAS is in charge of automating and optimizing the interactions between entities in this platform, following a Game-Theory model. While the BT used, have more proven security than any of the permissioned solutions proposed in the literature, at the cost of losing global scalability [72-73].

			In the previous work it has been done an analysis of the costs that the users should pay to use that platform. A similar analysis has been done in another proposal: Beneficios de la incorporación de la tecnología blockchain en el proceso de registro de la propiedad. That work has been accepted in the International Conference on Blockchain Technology in Contracting Impact on Financial, Notary, Registry and Judicial Systems. In that work, it is shown the reduction in costs that the Spanish property register would receive if the country adapts that process to allow the use of BT within it.

			Like in the articles [54] it is possible to take advantage of the distribution of task a MAS provide and optimize any BT-based system. The next step that will be taken, will be to implement a negotiation algorithm that can improve payoffs and performance of the platform proposed in the ICAT paper. 

			Another good way to improve the performance of BT-based systems is to make use of a blockchain deployed within the IoT devices. With that approach, it is possible to stop depending on the latency of the network to read the data stored in the blockchain, but it is needed to take into account the losing security and decentralization of similar approaches. It has been analyzed the possibility of implementing this kind of platforms in [62]. In that work it has numerated and detailed some of the problems and challenges that this kind of platforms currently have, like scalability, data privacy, latency times, and some legal aspects.

			5 Conclusions

			In this paper it has been pointed out the advantages and limitations of the use of BT in any IoT platform. Although it can be increased the security of those platforms, it also reduces their performance. 

			In addition, it has been studied some representative IoT platforms based on BT from the literature. In those solutions, it has been shown that the trend they follow is to make use of the blockchain as a service from outside the IoT network of devices. 

			In future works it will be studied the possibility of creating the blockchain network with the IoT devices of the platform. The aim of that solution will be to stop relying in the internet latency and try to make cheaper the use of the blockchain protocols within that platform.
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